Trend Micro™

Data Protection Pack

Secure email and prevent the loss of sensitive data

Maintaining privacy of information and complying with regulations has become
increasingly challenging for IT who must address both threats and compliance
requirements with limited resources. Now you no longer have to rely on point solutions
that address only individual aspects of security or compliance. Trend Micro™ Data
Protection Pack for NeatSuite™ Advanced and Client/Server/Messaging Suite secures
email and prevents the loss of sensitive data on and off the network by bundling Trend
Micro Leak Proof™ Standard, Trend Micro Email Encryption Gateway, and Trend Micro
Message Archiver. It protects data in transit and at rest, and secures customer data
and intellectual property across multiple threat vectors including email, webmail, IM,
USB and CDs/DVDs. The Data Protection Pack makes it easy and cost-effective to
secure private information and enable compliance with security, data protection and
e-discovery laws, as an addition to our comprehensive security suites.

DATA PROTECTION PACK COMPONENTS

Trend Micro LeakProof Standard protects sensitive data in use, at rest and in motion.

» Secures sensitive data and protects privacy through the discovery, monitoring, blocking and
encrypting of private or sensitive data with real-time views of endpoint status

 Performs high-performance, low-impact filtering based on keywords, meta data and regular
expressions

* Provides granular policy enforcement by Active Directory user or group, Windows domain, and
endpoint groups

* Filters and controls input/output devices: USB, CD/DVD, IrDA, Bluetooth, COM and LPT ports,
and more

Trend Micro Email Encryption Gateway provides policy-based encryption to protect intellectual
property and help achieve compliance.

» Secures email delivery from gateway to desktop recipient

» Automatically encrypts and decrypts emails based on administrator-defined policies

* Identity-based encryption eliminates the burdens of Public Key Infrastructure technology

« Virtual appliance form factor minimizes cost of ownership and optimizes resource utilization

Trend Micro Message Archiver securely stores email for e-discovery, compliance and
storage management.

» Optimized mail system reduces email storage and management costs

» Tamper-resistant forensic design supports compliance and e-discovery

» Self-service search capability increases employee productivity

» Data Guardian transcripts safeguard employee privacy
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SOFTWARE

Threat Protection

« Data loss

* Insider threats: malicious and accidental
» Regulatory compliance

« Electronic discovery

« Intellectual property protection

KEY BENEFITS

» Combines email archiving, email
encryption and data loss prevention
into a cost-effective package

» Secures private information and
enables compliance with security,
data protection, and e-discovery laws

« Avoids pitfalls of other point solutions
that are complex, more costly to acquire
and manage and require extensive
professional services to deploy
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http://us.trendmicro.com/us/products/enterprise/leakproof/index.html
http://us.trendmicro.com/us/products/enterprise/email-encryption/gateway/index.html
http://us.trendmicro.com/us/products/mb/message-archiver/index.html
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SECURES EMAIL

Data Protection Pack ensures that your email communications will be kept private and protected for
compliance and e-discovery.

» Email Encryption Gateway prevents unauthorized access to sensitive email messages and
attachments.

» Message Archiver protects email records for compliance, e-discovery, and information management.
» LeakProof ensures sensitive documents are not sent via email.

PROTECTS SENSITIVE DATA
Data Protection Pack protects sensitive data on and off the network and during email transmission.

* Leak Proof protects customer and employee data as well as intellectual property on and off the
network and across multiple threat vectors, including email, webmail, IM, USB and CDs/DVDs
at its most vulnerable point: the endpoint.

» Email Encryption Gateway provides policy-based encryption to protect intellectual property and to
help achieve regulatory compliance. It integrates with existing messaging security infrastructure.

» Message Archiver captures email records in a tamper-resistant archive, providing an audit trail of
all activity.
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MINIMUM SYSTEMS REQUIREMENTS

For the latest system requirements
please refer to the Data Protection
Pack product page at:

>> http://us.trendmicro.com/us/products/
mb/data-protection-pack/index.html
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